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PURPOSE: 
To authorize and support the use of technology and Internet to further the educational goals and mission of the District

POLICY: 
The Unified School District of Antigo (USDA) believes that a computer network offers vast, diverse, and unique resources to students. The goal of the USDA in providing computer networks is to promote educational excellence and operational efficiency in all aspects of the USDA by facilitating resource sharing, innovation, and communication. The use of network facilities by staff and students shall be consistent with the needs, learning styles, abilities, and developmental levels of students. The use of the network will be guided by this Acceptable Use Policy.  The Acceptable Use Policy applies to the following areas:  stand-alone computers, local school area networks, telecommunications systems, the Internet, and any other technology devices provided by the USDA. 

The USDA does not sanction any use of the networks that is not authorized or conducted strictly in compliance with this policy.  Users who disregard the Acceptable Use Policy may have their use privileges suspended or revoked.  In addition, appropriate disciplinary action may be initiated against those who violate this policy.  Users granted access to the Internet through the network assume personal responsibility and liability, both civil and criminal, for uses of the network not authorized by this policy.

The electronic information available to students and staff does not imply endorsement of the content by the school district, nor does the District guarantee the accuracy of information received on the Internet. The USDA shall not be responsible for any information that may be lost, damaged or unavailable when using the network for any information that is retrieved via the Internet. 

The USDA reserves the right to log network use, to monitor file server space utilization by USDA users, and to have access to all files maintained on the network. 

The USDA establishes that use of the Internet is a privilege, not a right.  Inappropriate, unauthorized and illegal use will result in the cancellation of those privileges and appropriate disciplinary action. 
The USDA shall make an effort to ensure that students and staff use this educational resource responsibly.

The USDA will not be responsible for any unauthorized charges or fees resulting from access to the Internet.

Administrators, teachers, and staff have a professional responsibility to work together to help students develop the intellectual skills necessary to discriminate among information sources, to identify information appropriate to their age and developmental levels, and  to evaluate and use the information to meet their educational goals. 

Students have the responsibility to respect and protect the rights of every other user in the USDA and on the Internet. 

The building administrators, in collaboration with the District Technology Services Coordinator, shall have the authority to determine what is inappropriate use.  Decisions at this level are final. 

Network accounts will be used only by the authorized owners of the account for its authorized purpose.  All communications and information accessible via the network should be assumed to be private property and shall not be disclosed.  Network users shall respect the privacy of other users on the system.  However, nothing in this policy should be construed to limit the Network Administrator or District Technology Services Coordinator from accessing any files. 

CIPA and NCIPA

In accordance with requirements of the Children’s Internet Protection Act (CIPA) and the Neighborhood Children’s Internet Protection Act (NCIPA), all equipment connecting to the Internet from any connection located within the District’s buildings will be blocked or filtered. The District will make best efforts to prevent users from accessing or transmitting visual depictions of material deemed obscene, child pornography, and any material deemed harmful to minors as those terms are defined in CIPA.  It will also make best efforts to prevent users from accessing or transmitting offensive, disruptive, or harmful data or any “inappropriate matter” as that term is used in the NCIPA. This includes, but is not limited to, messages, files, or data that contain the following: 

• Pornographic or erotic images 

• Sexual implications 

• Racial slurs 

• Derogatory gender-specific comments 

• Information or instructions designed to cause harm to other person(s)/organization(s), comments that offensively address a person’s age, sexual orientation, beliefs, political beliefs, gender, religious beliefs, national origin or disability.

• Any comment which in any way defames, slanders, or libels another person(s) 

• Any comment intended to frighten, intimidate, threaten, abuse, annoy or harass another person(s) or organization(s) 

• Those data or activities that invade the privacy of another person(s). 

In addition, the District will also make best efforts to prevent unauthorized access to its system and files, including so-called “hacking” and the unauthorized disclosure, use or dissemination of personal identification information of minors. To assist with this effort, the District will use software and staff to routinely monitor users’ activities. The District acknowledges that no blocking or filtering mechanism is capable of stopping all inappropriate content all of the time. Therefore, students are not to use the District’s Internet access without supervision by a staff member.  It is the responsibility of the staff to make best efforts to guide and to monitor students in the effective and appropriate use of the District’s computer system. This includes, but is not limited to: 

• Teaching students how to find educationally appropriate electronic materials. 

• Teaching students how to judge the educational suitability of electronic materials. 

• Teaching students information literacy skills, including understanding of safety, copyright, and data privacy. 

• Teaching students proper safety and security procedures when using electronic mail, chat rooms, and other forms of direct electronic communication. 

PROHIBITIONS

Staff and students are expected to act in a responsible, ethical and legal manner in accordance with USDA policy, accepted rule of network etiquette, and federal and state law. Specifically, the following uses are prohibited:

1. Use of the network to facilitate illegal activities.


2. Use of the network for commercial or for-profit purposes.

3. Use of the network for non-education related activities.

4. Use of the network for product advertisement or political lobbying.

5. Use of the network for discriminatory remarks and offensive or inflammatory communication.

6. Use of email for non-education related activities. 

7. Unauthorized or illegal installation, distribution, reproduction, or use of copyrighted materials. 

8. Use of the network to access obscene or pornographic material.

9. Use of inappropriate language or profanity on the network. 

10. Use of the network to transmit material likely to be offensive or objectionable to recipients.

11. Use of the network to intentionally obtain or modify files, passwords, and data belonging to other users. 

12. Impersonation of another user, anonymity, and pseudonyms for the purpose of subverting the appropriate use of the network.

13. Use of network facilities for fraudulent copying, communications, or modification of materials in violation of copyright laws.  The illegal use of copyrighted software by students and staff is prohibited. Any data uploaded to or downloaded from the network shall be subject to fair use guidelines. 

14. Loading or use of unauthorized programs, files or other electronic media.

15. Use of the network to disrupt the work of other users. 

16. Destruction, modification, or abuse of network hardware and software.

17. Use of the district technology system to knowingly or recklessly post unauthorized, false, or defamatory information about another person(s) or organization(s), or to harass another person(s), or to engage in personal attacks, including prejudicial or discriminatory attacks. 

18. Use of software/websites for the purpose of circumventing district filtering system.

19. Avoid storage of personal digital photographs and music on district servers as storage space is limited and intended for school related data.

CYBER BULLYING

The District's computer network and the Internet, whether accessed on campus or off campus, during or after school hours, may not be used for the purpose of harassment. All forms of harassment over the Internet, commonly referred to as cyber bullying, are unacceptable and viewed as a violation of this policy and the District's acceptable use policy and procedures.

Malicious use of the District's computer system to develop programs or to institute practices that harass other users or gain unauthorized access to any entity on the system and/or damage the components of an entity on the network is prohibited. Users are responsible for the appropriateness of the material they transmit over the system. Hate mail, harassment, discriminatory remarks, or other antisocial behaviors are expressly prohibited.

Cyber bullying includes, but is not limited to the following misuses of technology: harassing, teasing, intimidating, threatening, or terrorizing another person by sending or posting inappropriate and hurtful e-mail messages, instant messages, text messages, digital pictures or images, or Web site postings, including blogs. It is also recognized that the author (poster or sender) of the inappropriate material is often disguised (logged on) as someone else.

Students and community members who believe they have been the victims of such misuses of technology, as described in this policy, should not erase the offending material from the system. A copy of the material should be printed and brought to the attention of the building principal or the Technology Services Coordinator.

The administration shall fully investigate all reports of cyber bullying.

In situations in which the cyber bullying originated from a non-school computer but brought to the attention of school officials, any disciplinary action shall be based upon whether the conduct is determined to be severely disruptive of the educational process so that it markedly interrupts or severely impedes the day-to-day operations of a school. In addition, such conduct must also be in violation of a publicized school policy. Such conduct includes, but is not limited to, harassment, or making a threat off school grounds that is intended to endanger the health, safety or property of others at school, a District employee or school board member.

Disciplinary action may include, but is not limited to, the loss of computer privileges, detention, suspension, or expulsion for verified perpetrators of cyber bullying. In addition, when any kind of threat is communicated or when a hate crime is committed, this shall be reported to local law officials.

SECURITY

System security is protected through the use of passwords.  Failure to adequately protect or update passwords could result in unauthorized access to personal and USDA files. To protect the integrity of the system, the following guidelines shall be followed: 

1. Employees or students shall not reveal their passwords to another individual. 

2. Users are not to use a computer that has been logged in under another student’s or teacher’s name. 

3. Any user identified as a security risk or having a history of problems with other 
computer systems may be denied access to the network. 

4. Users may not download applications or programs from the Internet or other networks, nor are users allowed to install software on District computers without the express written permission of the System Administrator. 

5. Users may not leave their workstation for more than 5 minutes without logging out. 

SAFETY

To the greatest extent possible, users of the network will be protected from harassment or unwanted or unsolicited communication.  Any network user who receives threatening or unwelcome communications shall immediately bring them to the attention of a teacher, network administrator or building principal. 

Student network users shall not reveal personal addresses or telephone numbers to other users on the network.

WEB PUBLISHING GUIDELINES

The Unified School District of Antigo believes that certain guidelines must be followed when creating school web pages in order to maintain high standards. These guidelines are here to provide direction for the District and not to limit creativity.

1. People creating web pages that will link to the District’s homepage will follow a format published by the Unified School District of Antigo in order to provide consistency and integrity. 

a. The person who creates the web page that is linked to the District homepage is ultimately responsible for the web site content including links. However, the District has the right to approve the pages. 

b. The homepage for each school will contain a copyright notice. 

c. Web site links must conform to District policies and are limited to educational material. 

d. Written permission must be obtained from parents or guardians to allow student first and/or last names to be published. 

e. Web sites should clearly be identified as student-created web pages and that the students’ opinions are not necessarily a reflection of the District. 

f. Curriculum connections should be linked to the District curriculum standards. 

g. Web sites should not contain confidential information or information that is in violation of laws or the regulations of the Board. 

h. Web sites should not contain copyrighted materials without the proper permission.

2. Individual teacher web pages will be used for communicating with students and parents and should not contain personal, non-school related materials.  Web sites not kept up to date within a three-month period of time will be removed after prior notification is given.

Consequences of Inappropriate Use

The network user shall be responsible for damages to the equipment, systems, and software resulting from deliberate or willful acts.  Illegal use of the network, intentional deletion or damage to files or data belonging to others, copyright violations or theft of services will be reported to the appropriate legal authorities for possible prosecution. 

General rules for behavior and communications apply when using the Internet, in addition to the stipulations of this policy. Loss of access and other disciplinary actions shall be consequences for inappropriate use. 

APPROVED:
 June 24, 1997 

REVISED: 
January 28, 2003 

REVISED:
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CROSS REF: Policy 361.2 – Media Resource Selection Policy and Procedures 
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UNIFIED SCHOOL DISTRICT OF ANTIGO 
Acceptable Use Policy
Please read this document carefully before signing the attached agreement. 

The Unified School District of Antigo (USDA) believes that a computer network offers vast, diverse, and unique resources to students and staff.  The goal of the USDA in providing computer networks is to promote educational excellence and operational efficiency in all aspects of the USDA by facilitating resource sharing, innovation, and communication.  The use of network facilities by staff and students shall be consistent with the needs, learning styles, abilities, and developmental levels of students.  The use of the network will be guided by this Acceptable Use Policy.  The Acceptable Use Policy applies to the following areas:  stand-alone computers, local school area networks, telecommunications systems, the Internet, and any other technology devices provided by the USDA. 

The USDA does not sanction any use of the networks that is not authorized or conducted strictly in compliance with this policy.  Users who disregard the Acceptable Use Policy may have their use privileges suspended or revoked.  In addition, appropriate disciplinary action may be initiated against those who violate this policy.  Users granted access to the Internet through the network assumes personal responsibility and liability, both civil and criminal, for uses of the network not authorized by this policy. 

The electronic information available to students and staff does not imply endorsement of the content by the school district, nor does the district guarantee the accuracy of information received on the Internet.  The USDA shall not be responsible for any information that may be lost, damaged or unavailable when using the network for any information that is retrieved via the Internet. 

The USDA reserves the right to log network use, to monitor file server space utilization by USDA users, and to have access to all files maintained on the network. 

The USDA establishes that use of the Internet is a privilege, not a right.  Inappropriate, unauthorized and illegal use will result in the cancellation of those privileges and appropriate disciplinary action. 

The USDA shall make an effort to ensure that students and staff use this educational resource responsibly. 

The USDA will not be responsible for any unauthorized charges or fees resulting from access to the Internet.

Administrators, teachers, and staff have a professional responsibility to work together to help students develop the intellectual skills necessary to discriminate among information sources, to identify information appropriate to their age and developmental levels, and to evaluate and use the information to meet their educational goals. 

Students and staff have the responsibility to respect and protect the rights of every other user in the USDA and on the Internet. 

The building administrator, in collaboration with the District Technology Services Coordinator, shall have the authority to determine what inappropriate use is.  Decisions at this level are final. 

Network accounts will be used only by the authorized owner of the account for its authorized purpose.  All communications and information accessible via the network should be assumed to be private property and shall not be disclosed.  Network users shall respect the privacy of other users on the system.  However, nothing in this policy should be construed to limit the Network Administrator or District Technology Services Coordinator from accessing any files. 

CIPA and NCIPA

In accordance with requirements of the Children’s Internet Protection Act (CIPA) and the Neighborhood Children’s Internet Protection Act (NCIPA), all equipment connecting to the Internet from any connection located within the District’s buildings will be blocked or filtered. The District will make best efforts to prevent users from accessing or transmitting visual depictions of material deemed obscene, child pornography, and any material deemed harmful to minors as those terms are defined in CIPA.  It will also make best efforts to prevent users from accessing or transmitting offensive, disruptive, or harmful data or any “inappropriate matter” as that term is used in the NCIPA. This includes, but is not limited to, messages, files, or data that contain the following: 

• Pornographic or erotic images 

• Sexual implications 

• Racial slurs 

• Derogatory gender-specific comments 

• Information or instructions designed to cause harm to other person(s)/organization(s), comments that offensively address a person’s age, sexual orientation, beliefs, political beliefs, gender, religious beliefs, national origin or disability 

• Any comment which in any way defames, slanders, or libels another person(s) 

• Any comment intended to frighten, intimidate, threaten, abuse, annoy or harass another person(s) or organization(s) 

• Those data or activities that invade the privacy of another person(s) 

In addition, the District will also make best efforts to prevent unauthorized access to its system and files, including so-called “hacking” and the unauthorized disclosure, use or dissemination of personal identification information of minors. To assist with this effort, the District will use software and staff to routinely monitor users’ activities. The District acknowledges that no blocking or filtering mechanism is capable of stopping all inappropriate content all of the time. Therefore, students are not to use the District’s Internet access without supervision by a staff member.  It is the responsibility of the staff to make best efforts to guide and to monitor students in the effective and appropriate use of the District’s computer system. This includes, but is not limited to: 

• Teaching students how to find educationally appropriate electronic materials. 

• Teaching students how to judge the educational suitability of electronic materials. 

• Teaching students information literacy skills, including understanding of safety, copyright, and data privacy. 

• Teaching students proper safety and security procedures when using electronic mail, chat rooms, and other forms of direct electronic communication. 
PROHIBITIONS
Students and staff are expected to act in a responsible, ethical and legal manner in accordance with USDA policy, accepted rules of network etiquette, and federal and state law.  Specifically, the following uses are prohibited: 

1. Use of the network to facilitate illegal activities. 

2. Use of the network for commercial or for-profit purposes. 

3. Use of the network for non-education related activities. 

4. Use of the network for product advertisement or political lobbying. 

5. Use of the network for discriminatory remarks and offensive or inflammatory communication. 
6. Use of email for non-education related activities.
7. Unauthorized or illegal installation, distribution, reproduction, or use of copyrighted materials. 

8. Use of the network to access obscene or pornographic material. 

9. Use of inappropriate language or profanity on the network. 

10. Use of the network to transmit material likely to be offensive or objectionable to recipients. 

11. Use of the network to intentionally obtain or modify files, passwords, and data belonging to other users. 

12. Impersonation of another user, anonymity, and pseudonyms for the purpose of subverting the appropriate use of the network. 

13. Use of network facilities for fraudulent copying, communications, or modification of materials in violation of copyright laws.  The illegal use of copyrighted software by students and staff is prohibited.  Any data uploaded to or downloaded from the network shall by subject to “fair use” guidelines. 

14. Loading or use of unauthorized programs, files or other electronic media. 

15. Use of the network to disrupt the work of other users. 

16. Destruction, modification, or abuse of network hardware and software. 

17. Avoid storage of personal digital photographs and music on district servers as storage space is limited and intended for school-related data.
CYBER BULLYING

The District's computer network and the Internet, whether accessed on campus or off campus, during or after school hours, may not be used for the purpose of harassment. All forms of harassment over the Internet, commonly referred to as cyber bullying, are unacceptable and viewed as a violation of this policy and the District's acceptable use policy and procedures.

Malicious use of the District's computer system to develop programs or to institute practices that harass other users or gain unauthorized access to any entity on the system and/or damage the components of an entity on the network is prohibited. Users are responsible for the appropriateness of the material they transmit over the system. Hate mail, harassment, discriminatory remarks, or other antisocial behaviors are expressly prohibited.

Cyber bullying includes, but is not limited to the following misuses of technology: harassing, teasing, intimidating, threatening, or terrorizing another person by sending or posting inappropriate and hurtful e-mail messages, instant messages, text messages, digital pictures or images, or Web site postings, including blogs. It is also recognized that the author (poster or sender) of the inappropriate material is often disguised (logged on) as someone else.

Students and community members who believe they have been the victims of such misuses of technology, as described in this policy, should not erase the offending material from the system. A copy of the material should be printed and brought to the attention of the building principal or the Technology Services Coordinator.

The administration shall fully investigate all reports of cyber bullying.

In situations in which the cyber bullying originated from a non-school computer but brought to the attention of school officials, any disciplinary action shall be based upon whether the conduct is determined to be severely disruptive of the educational process so that it markedly interrupts or severely impedes the day-to-day operations of a school. In addition, such conduct must also be in violation of a publicized school policy. Such conduct includes, but is not limited to, harassment, or making a threat off school grounds that is intended to endanger the health, safety or property of others at school, a District employee or school board member.

Disciplinary action may include, but is not limited to, the loss of computer privileges, detention, suspension, or expulsion for verified perpetrators of cyber bullying. In addition, when any kind of threat is communicated or when a hate crime is committed, this shall be reported to local law officials.

SECURITY
System security is protected through the use of passwords.  Failure to adequately protect or update passwords could result in unauthorized access to personal and USDA files.  To protect the integrity of the system, the following guidelines shall be followed: 

1. Employees and students shall not reveal their passwords to another individual. 

2. Users are not to use a computer that has been logged in under another student’s or teacher’s name. 

3. Any user identified as a security risk of having a history of problems with other computer systems may be denied access to the network. 

4. Users may not download applications or programs from the Internet or other networks, nor are users allowed to install software on District computers without the express written permission of the system administrator. 

5. Users may not leave their workstation for more than 5 minutes without logging out.
SAFETY

To the greatest extent possible, users of the network will be protected from harassment or unwanted or unsolicited communication.  Any network user who receives threatening or unwelcome communications shall immediately bring them to the attention of a teacher, network administrator or building principal. 

Student network users shall not reveal personal addresses or telephone numbers to other users on the network. 
WEB PUBLISHING GUIDELINES
The Unified School District of Antigo believes that certain guidelines must be followed when creating school web pages in order to maintain high standards. These guidelines are here to provide direction for the District and not to limit creativity.

2. People creating web pages that will link to the District’s homepage will follow a format published by the Unified School District of Antigo in order to provide consistency and integrity. 

i. The person who creates the web page that is linked to the District homepage is ultimately responsible for the web site content including links. However, the District has the right to approve the pages. 

j. The homepage for each school will contain a copyright notice. 

k. Web site links must conform to District policies and are limited to educational material. 

l. Written permission must be obtained from parents or guardians to allow student first and/or last names to be published. 

m. Web sites should clearly be identified as student-created web pages and that the students’ opinions are not necessarily a reflection of the District. 

n. Curriculum connections should be linked to the District curriculum standards. 

o. Web sites should not contain confidential information or information that is in violation of laws or the regulations of the Board. 

p. Web sites should not contain copyrighted materials without the proper permission.
2. Individual teacher web pages will be used for communicating with students and parents and should not contain personal, non-school related materials.  Web sites not kept up to date within a three-month period of time will be removed after prior notification is given.

Consequences of Inappropriate Use

The network user shall be responsible for damages to the equipment, systems, and software resulting from deliberate or willful acts.  Illegal use of the network, intentional deletion or damage to files or data belonging to others, copyright violations or theft of services will be reported to the appropriate legal authorities for possible prosecution. 

General rules for behavior and communications apply when using the Internet, in addition to the stipulations of this policy.  Loss of access and other disciplinary actions shall be consequences for inappropriate use. 

Vandalism will result in cancellation of access privileges, appropriate school related discipline and referral to law enforcement.  Vandalism is defined as any malicious attempt to harm or destroy data of another user on the Internet or other networks. This includes, but is not limited to, the uploading or creation of computer viruses.
Staff Acceptable Use of Electronic Network Agreement
Use of computers in the Unified School District of Antigo is a privilege, not a right.  The smooth operation and maintenance of the computer system(s) relies on users adhering to established guidelines.  Therefore, by signing the attached, binding agreement, users acknowledge that they have read the terms and conditions of acceptable use outlined in the attached Acceptable Use Policy (AUP) and understand the inherent responsibilities.

By signing this AUP agreement, staff agrees to abide by the restrictions outlined in this policy.

Failure to return this agreement with your signature will result in denial of access to the network.

I have read and understand the terms of the Unified School District of Antigo’s Acceptable Use Policy and agree to be bound by these terms.

_____________________________________
Staff Name 





 
_____________________________________
________________________

Staff Signature






Date
Student Acceptable Use of Electronic Network Agreement 

Use of computers in the Unified School District of Antigo (USDA) is a privilege, not a right.   The smooth operation and maintenance of the computer system(s) relies on users adhering to established guidelines. Therefore, by signing this binding agreement, users acknowledge that they have read the terms and conditions of acceptable use outlined in the attached Acceptable Use Policy (AUP) and understand the inherent responsibilities. 

The requester and his/her parent(s)/guardian(s) should be aware that the USDA does not have control of the information on the Internet, nor can it provide barriers to account holders accessing the full range of information available. Other sites accessible via the Internet may contain material that is illegal, defamatory, inaccurate or potentially offensive to some people. 

By signing this AUP agreement, students and parent(s)/guardian(s) agree to abide by the restriction outlined in this policy. The student and his/her parent(s)/guardian(s) of minors are responsible for setting and conveying the standards that their child or ward should follow. To that end, USDA supports and respects each family’s right to decide whether or not to apply for Internet access. 

Failure to return this agreement with signatures of both the user and parent/guardian will result in denial of access to the network. 

I have read and understand the terms of the Unified School District of Antigo’s Acceptable Use Policy and agree to those terms.  I recognize that it is impossible for the Unified School District of Antigo to restrict access to all controversial materials, and I will not hold them responsible for materials acquired on the network.  Further, I accept full responsibility for supervision if and when my child’s use is not in a school setting. I hereby give permission to issue an account for my child and certify that the information contained on this form is correct. 

____________________________________________
________________________
Parent/Guardian Signature 





Date 

____________________________________________
________________________

Student Signature






Date
